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1. Introduction 
 

In the last decade Salford has been on a remarkable journey to emerge as a modern 
global city. Attracting record public and private sector investment has transformed 

the city from its industrial roots to become an engine of economic growth in Greater 
Manchester. With a strong cultural and tourism offer, a renowned heritage and huge 
swathes of beautiful green spaces, the city truly has something for everyone. As a 

result, more people than ever are choosing Salford as a place to work, invest, visit 
and call home. 

 
However, we have been hit hard by the impact of government cuts.  Council services 
continue to rise to the challenge of delivering more for less and we are transforming 

the way we work to provide quicker, easier and better services.  We have also faced 
the challenge of a global pandemic. The Covid-19 pandemic has affected every 

aspect of our city and has posed challenges of an unprecedented scale to local 
economies across the UK.  We know that recovery from Covid-19 will be prolonged 
over several years or even decades.  Despite these challenges, Salford’s economic 

growth trajectory remains strong and we are confident that the city will see one of the 
strongest post Covid-19 recoveries in the region.  
 

Risk management is an important aspect of all our lives. We are exposed to risk both 
in terms of threats to service provision and from the potential of lost opportunities.  It 

is essential that we can demonstrate to our citizens that we are fully considering the 
implications of risk as we deliver our business for the benefit of the city’s residents.  
Effective risk management will help to ensure that the council maximises its 

opportunities, and minimises the risks it faces, thereby improving our ability to deliver 
our priorities, improve outcomes and build a fairer, greener and healthier Salford. 

 
The Council introduced its first Strategy for addressing risk management in 2001. 
Since then, steady progress has been made in embedding risk management 

throughout the Council.  The responsibility for risk management sits within the 
council’s Planning and Performance function in order that risk management is 

embedded within the council’s business planning and performance framework. Key 
risks are identified that may impact on the achievement of the council’s priorities – The 
Great Eight. 

 
Effective risk management allows us to: 

 
 Have increased confidence in achieving our priorities and our outcomes 
 Manage threats to acceptable levels 

 Take informed decisions about maximising opportunities 
 Ensure that we get the right balance between rewards and risks 

 Improve our partnership working arrangements and corporate governance 
 
This Strategy explains Salford City Council’s approach to risk management and the 

framework that we operate to ensure that we manage our risks effectively. 
 

 
 
 

 
 

 
 

 

Tom Stannard 

Chief Executive 

 

 

Paul Dennett 

City Mayor 

 

https://www.salford.gov.uk/your-council/council-and-decision-making/how-the-council-is-performing/our-priorities-the-great-eight/
https://www.salford.gov.uk/your-council/council-and-decision-making/how-the-council-is-performing/our-priorities-the-great-eight/
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2. What Risk Management? 

What is Governance? 

Governance is the system by which local authorities fulfill their purpose and achieve 

their intended outcomes for citizens and service users and operate in an effective, 
efficient, economic and ethical manner.  Good governance leads to good 
management, good performance, good stewardship of public money, good public 

engagement and, ultimately, good outcomes for citizens and service users. 
 

 
 

 
What is Risk? 

 
Risk is the chance or possibility of loss, damage, injury or failure to achieve objectives 
caused by an uncertain action or event.  Risk is measured in terms of a combination 

of impact and likelihood. 
 

It is the threat that an event or action will adversely affect an organisation’s ability to 
achieve its objectives and/or to execute its strategies successfully. This includes both 
the risk to the organisation and the risk to those individuals to whom the organisation 

owes a duty of care.  
 
 

 
 

 
 

What is Risk Management? 
 

The focus of good risk management is about identifying risks, what might go wrong, 

what the consequences might be of something going wrong and deciding what can be 
done to reduce the possibility of something going wrong.  Risk management is the 

systematic application of management policies, procedures and practices to the tasks 
of establishing the context, identifying and analysing, evaluating, treating, monitoring 
and communicating risk. 

 
Risk management ensures that an organisation makes cost effective use of a risk 

framework that has a series of well-defined steps.  The aim is to support better decision 
making through a good understanding of risks and their likely impact.   

 

Risk management should be a continuous and developing process which runs 
throughout the council, methodically addressing all risks surrounding the Council’s 

activities past, present and future. 
 
 

 
 

Ensuring that the right thing, is done in the right way, for the right people, in 
an open, honest and timely manner. 

Risk is the chance of something happening that will have an impact on the 
Council’s business or objectives. 

The process of identifying and managing risk to increase the probability of 
success and reduce the likelihood of failure. 
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3. Why do we have a Risk Management Strategy and 
what are the benefits? 

 
Salford City Council is committed to adopting best practice in the identification, 
evaluation and cost-effective management of risks to ensure that they are reduced to 

an acceptable level or eliminated. The Council also wants to maximise opportunities 
to achieve its objectives and deliver its core services. It is acknowledged that some 

risks will always exist and can never be eliminated. 
 

All employees must understand the nature of risks and accept responsibility for risks 

associated with their area of work. In doing this they will receive the necessary support, 
assistance and commitment from senior management. 

 
The Council’s risk management objectives are a long-term commitment and a vital 
part of good management and governance practices. The objectives need the full 

support of members and active participation of managers. 
 

The Council, as a corporate body, is bound by legal obligations to provide for the health 

and safety of its members, employees and those that it serves. The Council is also 
obliged to protect its material assets and to minimise its losses and liabilities, including 

those related to fraud. 
 

Our objectives 
 
Salford City Council is committed to establishing and maintaining a systematic 

approach to the identification and management of risks. 
 

The Council’s risk management objectives are to:  
 

 Ensure that risk management is clearly and consistently integrated and evidenced 

in the culture of the Council. 
 Raise awareness of the need for risk management by all those connected with the 

Council’s delivery of service. 
 Manage risk in accordance with best practice. 
 Consider compliance with health and safety, insurance and legal requirements as 

a minimum standard. 
 Anticipate and respond to changing social, environmental and legislative  

requirements. 
 Inform policy and operational decisions by identifying risks and their likely impact. 
 Prevent death, injury, damage and losses, and reduce the cost of risk. 

  
These objectives will be achieved by: 
 

 Clearly defining the roles, responsibilities and reporting lines within the Council for 
risk management. 

 Always considering risk management issues when writing reports and considering 
decisions. 

 Continuing to demonstrate the application of risk management principles in the 

activities of the Council, its employees and members. 
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 Reinforcing the importance of effective risk management as part of the everyday 
work of employees and members. 

 Maintaining risk registers at a strategic and Service Group level.  These registers 
are linked to the Council’s business, corporate and operational objectives, also 
those risks linked to working in partnership. 

 Maintaining documented procedures for the control of risk and provision of suitable 
information, training and supervision. 

 Maintaining an appropriate system for recording health and safety incidents and 
identifying measures to prevent these happening again. 

 Preparing contingency plans to ensure the business can still operate where there 

is potential for an event to have a major impact upon the Council’s ability to 
function. 

 Monitor arrangements continually and seek continuous improvement. 
 
 

The Benefits 

 
 
 
 
 
 
 

 
 

 
 

 
 

 
4. How do we approach Risk Management in 

Salford? 
 

It is essential that a single risk management approach be used at all levels throughout 
the Council.  By effectively managing our risks and opportunities, which is all part of 

good governance, we will be in a stronger position to deliver our objectives, provide 
improved services to the public, work better as a partner with other organisations and 
achieve value for money.  This approach to risk management will inform the Council’s 

business processes, including: - 
 

 Strategic planning 
 Financial planning 
 Service planning 

 Business planning and performance management 
 Partnership working 

 Policy making and review 
 Project management 

 

Manage external 
change in culture and 

political environment 

Achieve benefits and 
exploit opportunities 

through innovation. 

Adapt to changes in 
market and customer 

needs 

Maintain service 
provision through 
adversity 

Manage partnerships, 
suppliers & 

contractors services 

Control, acquisition 
and development of 

new services 

Comply with legal & 

regulatory requirements  

Support value for money, 
finance & performance 

management 

Achieve and 
demonstrate good 

governance 

Avoid the impact of 

failure 

Deliver our 
priorities and 
provide better 

services. 
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For those with responsibility for achieving objectives, responsibility also lies for 
identifying and assessing risks and opportunities, developing and implementing 

controls and warning mechanisms and reviewing and reporting on progress.  Some 
objectives are reliant upon external groups that the Council works with, such as other 
organisations, partners or contractors.  It is therefore necessary to fully consider any 

partnership working that could affect the achievement of any objectives.  These risks 
should be set out clearly in all risk registers including any cross-cutting risks that may 

apply across Service Groups. 
 
The management of risk is an integral part of corporate policy decisions and the 

initiation of major projects and includes a statement on risk to help inform the decision- 
making process. 

 
This approach will assist members and officers in making sure that new risks are 
detected and managed, by providing more detail on the process for managing risk.  It 

also provides basic practical guidance on how to identify, assess and treat risks, and 
monitor their progress.  To assist with our approach to risk management and to ensure 

consistency across the Council, a one-page guidance document on the risk 
management process has been produced (see Appendix 1a).  The guidance will be 
reviewed at least every two years and reported to the Audit & Accounts Committee for 

approval. 
 

 

5. Who is responsible for Risk Management? 
 

Roles and Responsibilities 
 

Responsibility for risk management should run throughout the Council. Clear 

identification of roles and responsibilities will ensure the successful adoption of risk 
management and demonstrate that it is embedded in the culture of the Council. 

 
 

 

Everyone has a role to play in the risk management process. 
 

GROUP OR 

INDIVIDUAL 
ROLE 

Corporate 
Management 

Team (CMT) 

 Overall responsibility for risk management, understand the 
significant risks and the Council’s risk profile, ensuring 

officers develop and implement an all-encompassing 
approach to risk management.  Ensure risk management is 
embedded into all processes and activities. 

 Understand and promote the risk management process and 
strategy and its benefits. Agree any inputs and resources 

required supporting the work corporately. 

Cabinet and Lead 
Members  

 Responsible for oversight of council’s risk management 
approach and mitigation of risks. 

 Ensure that risk management approach reflects effective use 

of council resources. 

Audit and 
Accounts 

Committee (AAC) 

 Consider the effectiveness of the council’s Risk 
Management arrangements, the control environment and 

associated anti-fraud and corruption arrangements.  Seek 
assurance that action is being taken on risk related issues. 

Everyone has a role to play in the risk management process. 
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GROUP OR 

INDIVIDUAL 
ROLE 

 Consider the council’s arrangements for Corporate 
Governance. 

 Independent scrutiny of the Council’s financial and non-
financial performance and oversee the financial reporting 

process. 

Monitoring 
Officer (City 

Solicitor) 

 Ensure that the Council acts lawfully at all times and that 
decisions are properly taken and consider and evaluate risk. 

 Liaise with shared legal service to assess risk on complex 

cases. 

Chief Finance 

Officer 

 Ensure that the financial impacts of risks, mitigations and 
contingency plans are considered and quantified and, where 

appropriate, that either they are recognised within existing 
budgets or a financial provision (balance sheet) exists to 
manage the risk. 

 Keep under review the overall financial resilience of the 
council, a part of which will be financial assessments of the 

effectiveness of the risk management strategy and of the 
adequacy of reserves and balances. 

Strategic 
Directors 

 Ensure that the risk management process is promoted, 

managed and implemented effectively in their service areas 
within the organisation. 

 Produce an annual Service Group Risk Register as part of 

Service Group Business Planning. 
 Liaising with external agencies to identify and manage risk. 
 Develop contingency plans where appropriate and 

implement them should the risk be triggered. 
 Disseminating relevant information to service managers and 

employees. 

Planning and 
Performance 
function 

 Support the Council and its services in the effective 
development, implementation and review of the Council’s 

risk management processes. 
 Identify and communicate risk management issues to 

services. 

 Assist in undertaking risk management activity through 
training or direct support. 

Internal Audit 

 Challenge the risk management process, including the 

identification and evaluation of risk. 
 Provide assurance to officers and members on the 

effectiveness of controls. 
Assistant 

Directors/Heads 
of Service/ 

Service 
Managers 

 Raise awareness, manage and implement the risk 

management process effectively in their service areas, 
recommending any necessary training for employees on risk 

management. 

Staff 
Members 

 Manage risk effectively in their jobs, liaising with their line 

manager to assess areas of risk in their job. 
 Identify new or changing risks in their job and feed these 

back to their line manager. 
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Links to other areas of Governance 
 

Internal Control 

An audit process exists which independently monitors the controls and procedures 
across the Council to enhance value for money, ensure systems’ reliance, minimise 

risk and act upon suspicion of fraud or corruption.  The Council’s external auditors rely 
on the audit processes in place to formulate their opinion of the Council’s control 

environment comprising risk management, control and governance by evaluating its 
effectiveness in achieving its objectives. 
 

Performance Monitoring 

Performance monitoring of risk management activity via the council’s corporate 

performance management system ensures that the treatment of risk remains effective.  
Risk updates are reported on a quarterly basis to Corporate Management Team and 
on a half-year and end of year basis to Cabinet, Overview and Scrutiny and Audit and 

Accounts Committee. 
 

Project Management 

Ensuring that we are capable of delivering major and complex projects across many 
of our services is key to achieving the Council’s objectives.   

 
Data Quality 

The Council needs to ensure that the data we use for performance monitoring and to 
inform decision making is accurate, reliable and fit for purpose and that good 
performance is recognised.  If the information is misleading, decision making may be 

flawed and this could represent significant risk to the Council.  There is also a danger 
that good risk taking may not be recognised and rewarded. 
 
Anti-Fraud and Anti-Corruption 

The Council has an anti-fraud and anti-corruption framework, which will direct the 

Council towards ensuring a professional and ethical approach to combating the risk of 
fraud. 
 
Whistleblowing 

The Council is committed to managing risk exposure in all areas and has the highest 

possible standards of propriety and accountability in the conduct of its activities for the 
community.  The Whistleblowing Policy is intended to help employees and members 

of the public who have concerns over any potential wrong-doing within the Council. 
 

Money Laundering 

The Council’s policy is to do all that it can to prevent, wherever possible, the 
organisation and its staff being exposed to money laundering, to identify the potential 

risk areas where it may occur, and to comply with all legal and regulatory requirements, 
especially with regard to the reporting of actual or suspected cases. 

 
Business Continuity 

The business continuity process is essentially risk management applied to the whole 

organisation and its ability to continue with its service provision in the event of a 
catastrophic event.  The Council must ensure risk management processes are applied 
throughout the business continuity lifecycle. 
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1. Introduction 
 

Risk management is both a statutory requirement and an important part of planning 
for organisations.  As such, its implementation is crucial to the Council and essential 
to its ability to deliver its many services. 

 
 

 
 
 

 
 

 
Risk management in Salford City Council is about improving our ability to deliver 
outcomes for the community by managing our threats, enhancing our opportunities 

and creating an environment that adds value to ongoing activities. 
 

Risk management is a key part of corporate governance.  Corporate governance is 
the way an organisation manages its business, determines strategy and priorities and 
goes about achieving its objectives.  Good risk management will help identify and deal 

with key corporate risks facing the organisation in the pursuit of its goals and is a key 
part of good management, not simply a compliance exercise. 

 
To help with the process, this guidance document describes a simple methodology 
working through the following questions: 

 
Are your objectives SMART? 

 
 Specific 
 Measurable 

 Achievable 
 Realistic 

 Time bound 

 
What could go wrong? 

 
 What might stop us from achieving our objectives? 

 How likely is it to happen? 
 What would be the impact of it happening? 
 What can be done to reduce the risk? 

 Who owns the risk? 
 What else do you need to do about it? 

 
 
 

2. Where do we start with Risk Management? 
 

The starting point for risk management is a clear understanding of what the 
organisation is trying to achieve.  Risk management is about managing the threats 

that may hinder delivery of our priorities and provision of core services, and 
maximising the opportunities that will help to deliver them.  Therefore, effective risk 

This risk management process has been designed to support members and 
officers in ensuring that the council is able to fully discharge its risk 

management responsibilities in a consistent manner.  The Risk Management 
Strategy outlines the objectives, benefits and approach to the process to 

ensure that risks, both positive and negative are successfully managed. 
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management should be clearly aligned to the following processes and should consider 
the environment within which the Council operates: 

 
 Strategic planning 

 Financial planning 
 Service Planning 

 Business planning and performance management 
 Partnership working 

 Protecting personal data/information 
 Policy making and review 

 Project management 
 

 
 

 
 
 

 
 

 
 
 

 
 

 
 
 

 
 
 

 
 

 
 
 

 
 

 
 
 

 
 

 
 
 

 
This diagram illustrates a generic approach to the risk management process. 

 
 
 

 
 

 
 

 

2.4. Monitor and Review 
 

Are the controls 

effective? 
 
Has the risk changed? 

 

Identify 
 

What might stop you 

achieving the objective?  
 

What could go wrong? 

Council priorities  

 
The Great Eight 

What outcomes are 
we trying to 

achieve? 
 

What are the 
objectives? 

 

Are they SMART? 

 Control 
 

What can be done to 

reduce the risk? 
 

Who owns the risk? 

 
What else do you 

need to do? 

Assess 
 

How likely is it to 
happen? 

 
What would be the 

impact of it 

happening? 

Begin by looking at 
objectives aligned with 

key dependencies and 
processes.  
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2. How do we identify and assess our risks? 
 
Categories of risk 

 
Categories are widely used to identify sources of risk, some will be of greater 

concern at the strategic level and some at the operational level, however there is 
no clear distinction and all levels of management should be concerned, to varying 

degrees, with the majority of categories.  The Council has adopted the PESTLE 
method, with local variations.  PESTLE stands for Political, Economic, Sociological, 
Technological, Legal and Environmental and the term has been used regularly for 

both strategic planning and risk identification. 
 

Risks can be categorised as follows.  Examples are provided below to show the 
possible impacts that might result from these categories of risk.  This list is not 
exhaustive and is included for illustrative purposes only: 

 

CATEGORY DESCRIPTION 
 POSSIBLE IMPACTS ASSOCIATED 

WITH RISK CATEGORY (EXAMPLES) 
Political Those associated with a failure 

to deliver either local or central 
government policy. 
Political risks that could have an 
influence on the regulation of 
our local system, the money 
available and the priorities for 
delivery of local priorities. 
 

 Not meeting local political agenda 
 Failure to deliver council’s priorities – 

The Great Eight 
 Decisions based on incorrect 

information 
 Unfulfilled promises to electorate 
 Negative impact on council’s reputation 
 Too slow or failure to modernise 
 Community planning oversight/errors 

Economic Financial risks concerning the 
effective management and 
control of the finances of the 
local system or its respective 
sovereign organisations.  This 
includes risks to funding and 
grants. 

 Failure to provide sound financial 
management and deliver a balanced 
budget 

 Failure to prioritise, allocate appropriate 
budgets and monitor to ensure delivery 
of council’s priorities  

 Inadequate control over expenditure 
and income 

 Missed business and service 
opportunities 

 Missed access to funding and grants 
 Failure of major projects 
 Inadequate insurance cover  

Social Social risks would include 
managing the diverse needs of 
a population, planning health 
and social care improvement 
initiatives, Cultural aspects, 
community health and care 
consciousness, ethnic/religious 
awareness, population growth 
rate, change in demographics, 
age distribution, career attitudes 
etc. 
 

 Failing to meet the needs of 
disadvantaged communities  

 Impact of demographic change on local 
service delivery  

 Impacts on cohesion in local 
communities  

 Problems in delivering life-long learning 
 Increase in crime and disorder 
 Failures in working with local partners 
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CATEGORY DESCRIPTION 

              POSSIBLE IMPACTS 

ASSOCIATED WITH RISK 
CATEGORY (EXAMPLES) 

Technological Information Management and 
Technology (IM&T)/ Digital risks 
that arise directly from the 
provision of IM&T.  For 
example, loss of server, 
systems breakdown, data 
breaches / losses, cyber 
security threats etc. 
 

 Breach of confidentiality 
 Breach of security of networks and data 
 Failure to comply with IT Security Policy 
 Breach of Data Protection legislation 
 Insufficient disaster recovery for key 

data/systems 
 Failure of big technology related project 
 Failure in communications 

Legal Legal and Compliance risks 
concern compliance with 
relevant legislation and / or 
statutory duties including but not 
limited to health and safety, 
consumer protection, data 
protection, Fraud, bribery and 
corruption, employment 
practices and regulatory risks. 
 

 Inadequate response to new legislation 
 Not meeting council’s 

statutory/regulatory responsibilities 
 Failure to conduct business within the 

council’s governance framework 
 Failure to implement legislative change 
 Misinterpretation of legislation 
 Breach of confidentiality/Data Protection 

Act 
 Exposure to liability claims e.g. motor 

accidents, wrongful advice 
Environmental Environmental risks include 

ecological and environmental 
aspects such as weather, 
climate, and climate change as 
well as public awareness of the 
potential impacts of climate 
change. 

 Impact of local planning & 
transportation policies 

 Failure to deliver on council’s Climate 
Change priorities 

 Noise, contamination and pollution 
 Crime & Disorder Act implications 
 Inefficient use of energy and water 
 Incorrect storage/disposal of waste 

Additional Considerations 
Competitive Those affecting the 

competitiveness of the service 
(in terms of cost of quality) 
and/or its ability to deliver best 
value. 

 Failure of bids for government funds 
 Failure to show value for money 
 Accusations of anti-competitive 

practices 
 Take-over of services by government 

Customer/ 
Citizen 

Those associated with the 
failure to meet the current and 
changing needs and 
expectations of customers and 
citizens. 
 

 Bad public and media relations 
 Poor/worsening outcomes for citizens 

Reputation Those relating to public 
confidence and failure to recruit 
high calibre staff. 
Adverse reports associated with 
the quality of services, 
communication with citizens, 
representatives and 
stakeholders. 
 

 Lack of business continuity plan 
 Breach of confidentiality 
 Policies misunderstood or 

misinterpreted 
 Negative implications identified by 

others which have not been previously 
considered 

 Failure to maintain and upkeep land 
and property 

 Failure to keep partners on side 
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A component of the risk management process is the identification of any potential risks 

or opportunities that may arise.  Where taking risks that may benefit the organisation, 
opportunities are managed to increase the chance of success and reduce the 

possibility of failure.  By managing our opportunities well, we will be in a better position 
to provide improved services and better value for money. 

Risks can be considered under the following headings: 
 

Corporate/Strategic - those strategic risks which could impact across the whole 

Council.  These should be reviewed by Corporate Management Team (CMT) on a 

quarterly basis, any new risks identified and any risks no longer considered to be 
strategic should be archived.  The updated Strategic Risks will then be reported to 

Cabinet and the Audit & Accounts Committee on a half-year and end of year basis. 
 

Service Group/Strategic - those Service Group risks identified as part of business 

planning, resulting from identified opportunities, resource issues, inadequate or failed 
internal processes, people and systems or from external events.  In some instances 
Service Group risks may also be escalated to the strategic risk register – for example 

where the risk impacts on more than one service group, where there may be a 
statutory risk and or a reputational risk for the council. These should be assessed by 

the relevant Service Group’s Senior Management Team (SMT). 
 

Business/Service Group – Business planning risks identified at service/team level. 

In some instances these risks may escalate to become Service Group risks. These 
should be assessed by SLT‘s (Service Leadership Teams). 

 

Partnership - It is essential that the risks the Council may face when entering into a 

partnership are clearly identified and managed prior to the partnership being initiated 

as part of business planning. Ongoing risks which are mitigated through partnership 
working should be captured on the relevant risk registers aligned to the partnership 
governance. It may be necessary to also escalate some of these to the council’s 

strategic risk register and vice versa to equivalents for partners where there may be 
reputational risk. 

 

CATEGORY DESCRIPTION 

      POSSIBLE IMPACTS 

ASSOCIATED WITH RISK 
CATEGORY (EXAMPLES) 

Partnership Those risks that the 
organisation may face when 
entering into a partnership and 
which need to be clearly 
identified and managed prior to 
the partnership being initiated. 
Ongoing risks which are 
mitigated through partnership 
working should be captured on 
the relevant risk registers 
aligned to the partnership 
governance. It may be 
necessary to also escalate 
some of these to the strategic 
risk register and vice versa for 
partners where there may be 
reputational risk. 
 

 Poor selection of partner 
 Poor contract specification, deficiencies 
 Failure of partner to deliver  
 Inadequate contract terms and 

conditions 
 Bad management of partnership 

working  
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Information Risks – Information is a major asset and the council has a duty to protect 

personal data and comply with legislation. The council is at risk of a substantial fine 

from the Information Commissioner’s Officer should there be a breach of Data 
Protection legislation. There is an Information Risk Register template available which 
should be completed by Information Asset Owners to identify and monitor the risks to 

the information they are responsible for (see Template B). 
 

Project Risks - those associated with achieving a project within the required time, 

costs and resources, regardless of its size.  Risks associated with the project, both 
negative and positive, must be clearly identified and managed. 

 

How to complete a Risk Assessment  
 

Risk information i.e. actions, targets and deadlines should be input via the council’s 

corporate performance management system.  A risk assessment should be completed 
for all risks identified and should capture the information below. The corporate risk 

assessment template (see Template A) should be used. 
 
Information included in Risk Assessment Template: 

 

 Risk Title. 

 Description of Risk. 

 Risk Owner who is responsible for managing the risk. 

 Assigned Officer who is a named Lead Officer responsible for providing risk 

updates. 

 Existing Controls. 

 Existing Controls – Assurances. 

 Gaps in Existing Controls. 

 Current Risk Score. 

 Target Risk Score and the date this will be achieved by. 

 Risk Treatment Plan. 

 

Writing a Risk Description 

 

Before attempting to write a Risk Description it is important to understand the 
difference between a risk and an issue.  The fundamental difference between a risk 

and an issue is that an issue has already occurred – it is a problem affecting your 
objectives at the present time. However, a risk only has the potential to affect your 

objective but has not yet occurred. 

 

One of the basic requirements in identifying risk is to describe each one in such a way 
that it is meaningful to stakeholders who aren’t necessarily involved in the 

management of risk or who lack subject matter expertise.  Therefore, it is common 
practice to describe risks using cause and effect or “if, then” structures. 

 

Cause – Risk - Effect 

 

The cause is typically explained as the source of the risk or the trigger that could 

enable the right conditions for it to occur. The risk is what may or may not happen as 
a result of that cause (trigger), and the effect is the impact that the risk would have on 
the plan or objective should the risk occur. 



16 

 

 

 

“If, then, so” 

 

In the same way as for the cause-risk-effect method, the “If, then, so” method enables 
you to create a risk statement that is meaningful to stakeholders but also aids risk 

assessment and risk treatment planning.  The “If” part of the sentence should explain 
the conditions that would need to be present in order for the risk to occur.  The “Then” 

part of the sentence should detail the risks that might arise should those conditions 
occur. A useful way of making further sense of your risk is to ask yourself the question 
“so what?” 

 

For example: 
 
“If there is significant growth in Salford’s population then we may not be able to 

provide enough school places for children in the city so we would fail to deliver our 

statutory duties and children would need to travel further for schooling.” 

 
“If there is a successful growth in Salford’s economy then there is an opportunity to 
maximise the benefits for Salford residents so there would be improved opportunities 

for skilled work, life quality and health and wellbeing and reduced poverty across the 
city. 
 

In the above examples, it can be seen that the process works equally well for threats 
and opportunities. A threat can therefore be looked at in a proactive way i.e. as 

informed risk taking to ensure funds are available to take opportunities. 
 
 

 

2.2 Assess 
 
 

 
 
Once risks have been identified, described and assigned a risk owner they will be 

assessed. 
 
Existing Controls  

 
Existing controls should be identified and could include items such as policies and 

procedures being in place, regular supervision and routine checks, training and 
development and access controls. Gaps in existing controls should also be clearly 

identified so that actions to mitigate (treat) the risk can be developed. 
 
Assurances 

 
Each risk should identify how the Council can receive assurance that the control 

measures identified are effective in reducing the level of risk.  This could include 
meetings, self-assessment returns, peer reviews, internal audit reports, reports to a 
committee or Board, key PIs, annual reports, inspections, surveys, reviews of 

benchmarking with other organisations. 
 

 

Each risk needs to be allocated an owner who will be responsible for and 

lead on the management of that risk. The risk owner will take forward any 
required action to minimise the risk or add certainty to opportunities and 
provide updates on progress. 
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Risk Scoring 

 

Having identified the risks, it is then necessary to assess which are going to pose the 
greatest threat or opportunity, by looking at both the likelihood of the risk occurring 
and the impact that might result, producing the overall risk score.  These scores are 

not intended to provide precise measurements of risk but to provide a useful basis for 
identifying vulnerabilities or opportunities, ensuring that any necessary actions are 

undertaken. 
 
A risk, by its very nature, always has a negative impact.  However, the size of the 

impact (i.e. minor, significant, serious or major) varies in terms of cost and effect on 
service delivery or some other critical factor.  Whilst the impact of risks are rated 

individually, it is important to bring risks together in a collective view that pinpoints risks 
across the organisation.  An increased exposure to one risk may impact on another.  
Looking at risks in this way provides meaningful information that allows the Council to 

make informed decisions about how we are going to deliver our priorities.  Having 
carefully considered the impact of risks, the Council can effectively respond to any 

challenges about our decision making. 
 
 

 
 

 
 
The risk rating should be reviewed on a quarterly basis to check that existing controls 

are effective, any other newly emerging factors are assessed and new controls are 
established. The risk score should be amended to reflect this. 

 
The risk scoring process involves assessing the likelihood and potential impact and 
calculating the level of risk (risk rating).  Salford City Council uses three risk scores: 

Original Risk Score; Current Risk Score; and Target Risk Score, to assess progress 
on the management (treatment) of risk over time.  To calculate the risk score the 

following formula is used: 
 
 Likelihood  x  Impact  = Risk Score (Risk Rating) 

 
 

Table 1 – Likelihood 
 

Rating Score Indicative Guidelines – provided as examples 
Threat Opportunity 

Very 
likely 

4 More than a 75% chance of 
occurrence. 
 Regular occurrence. 
 Circumstances frequently 

encountered. 

Favourable outcome is likely to be 
achieved in one year. 
 Better than 75% chance of 

occurrence. 

Likely 3 41% - 74% chance of occurrence. 
 Likely to happen at some point in 

the next 3 years. 
 Circumstances occasionally 

encountered. 

Reasonable prospects of favourable 
results in one year. 
 41% - 74% chance of occurrence. 

Unlikely 2 10% - 40% chance of occurrence. 
 Only likely to happen once every 3 

or more years. 
 Circumstances rarely encountered. 

Some chance of favourable outcome 
in medium term. 
 10% - 40% chance of occurrence. 

Developing a standard methodology to score risks is intended to help 
ensure consistent, meaningful scores that can be used to assess risks. 
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Remote 1 Less than a 10% chance of 
occurrence. 
 Has never happened before. 
 Circumstance never encountered. 

Less than a 10% chance of 
occurrence. 

 

Table 2 – Impact 
 

Rating Score 
Indicative Guidelines – provided as examples 

Threat Opportunity 
Major 4 Major loss of service for more 

than 5 days. 
 One or more fatalities. 
 Major financial variation of 

more than £300k. 
 Judicial Review or legal 

challenge of Council made 
decision 

 Major national news item. 
 Major impact on time / costs 

/ resources. 
 Affect the whole Council. 

Major improvement to services, 
generally or across a broad range. 
 Major improvement to health, 

welfare and safety. 
 Positive national press, national 

award or recognition, elevated status 
by national government. 

 Producing more than £100,000 

Serious 3 Loss of service for 3 to 5 days. 
 Major injury to an individual 

/ several people. 
 Judicial Review or legal 

challenge of Service 
specific decision 

 Financial variation between 
£150k and £300k. 

 Major local news / 
professional press item. 

 Serious impact on time / 
costs /resources. 

 Affect many service areas 
of the Council. 

Major improvement to critical service 
area. 
 Serious improvement to health, 

welfare and safety. 
 Recognition of successful initiative. 
 Sustained positive recognition and 

support from local press. 
 Producing up to £100,000. 

Significant 2 Loss of service for 1 to 3 days. 
 Severe injury to an 

individual / several people. 
 Financial variation of £50k 

to £150k. 
 Local news / minor 

professional press items. 
 Controllable impact on time 

/costs / resources. 
 Affects one or a few service 

areas of the Council. 

Significant improvement to service 
area. 
 Significant improvement to health, 

welfare and safety. 
 Recognition of successful initiative. 
 Positive recognition and support 

from local press. 

Minor 1 Brief disruption to service for 
less than 1 day. 
 Minor injury to an individual. 
 Financial variation of less 

than £50k. 
 Minimal news / press 

impact. 
 Minimal impact on time / 

costs /resources. 
 Affects single team only. 

Improvement to a process within a 
service area. 
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Table 3 - Risk Matrix 
 

 Very likely 

(4) 

4 8 12 16 

 Likely 
(3) 

3 6 9 12 

L  Unlikely 
(2) 

2 4 6 8 

 Remote 
(1) 

1 2 3 4 

  Minor 
(1) 

Significant 
(2) 

Serious 
(3) 

Major 
(4) 

       Impact 

 

4. How do we manage and treat our risks? 
 

This stage of the process is to decide on a course of action to address the risks 

identified, to ensure that they do not develop into an issue, where the potential threat 
is realised.  There are four approaches that can be taken to address the risks that 
have been identified and assessed, these being: terminate, transfer, treat and tolerate. 
 

Risk control approaches 
 

APPROACH DESCRIPTION 

Terminate A decision is made not to undertake the activity that is 

likely to trigger the risk.  Where the risks outweigh the 
possible benefits, terminate the risk by doing things 
differently and thereby removing the risk (not always 

possible in Local Government). 
Transfer Share the exposure, either totally or in part, with a 

partner or contractor, or through insurance.  Any 

partnership will need to be carefully monitored as it may 
not be possible to transfer all risks and certain aspects 
may remain, such as loss of reputation. 

Treat The most common approach is to introduce preventative 
actions to reduce the probability or impact if the risk 
occurs and maximise the potential for success. 

Tolerate The ability of an effective action against some risks may 

be limited or the cost of taking such action may be 
disproportionate to the potential benefits gained. 

 
 

 

 
 

 
 
Management action plans need to be developed for those risks (red risks deserving a 

higher priority) above the tolerance threshold to determine the best course of action 
i.e. should the risk be avoided, eliminated, reduced, transferred or accepted. 

 
Most risks can be managed – either by minimising the likelihood of the risk occurring 
and/or reducing the severity of the consequences should the risk occur.  Relatively 

few risks have to be avoided or transferred. 

Control measures are concerned with the actions taken to reduce the 
probability or impact of risks, not wholly to terminate or transfer. 

Likelihood 
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5. How do we monitor and report risks? 
 

Few risks remain static. New issues and risks are likely to emerge and existing risks 
may change.  Having identified the risks, assessed them and put control measures in 
place, it is essential that they are routinely monitored (see table below for the 
recommended review frequency).  All risk owners should monitor the operating 

environment, review their risk scores and assess the effectiveness of risk 

management plans to ensure they remain fit for purpose. 
 
 

Risk review frequency 
 

Level of 
Risk 

Level of 
Concern 

Recommended 
review pattern 

(minimum) 

Approach 
option(s) 

available 

Other actions 
required 

High 
(All 
Strategic 

Risks) 

Very 
concerned 

3 months 
(quarterly) 

Terminate 
Transfer 
Treat 

Report to CMT,  

Medium-
High 

Tolerate 3 months 
(quarterly) 

6 months 
(half-year and 
end of year) 

Terminate 
Transfer 

Treat 
Tolerate 

Report to CMT 
quarterly.  

Report to Service 
Group Leadership 
Team, Cabinet 

Briefing and Audit & 
Accounts Committee 

half-yearly and end of 
year. 

Low Content 6 months  
(half-year and 

end of year) 

Tolerate Treat, if cost effective 
or accept and 

monitor 

 

 
 
 

 
 

 
 

 
Monitoring progress and regular reviews provides: 
 

 Assurance for management and the relevant committees that progress is being 
made towards controlling risks. 

 Assurance that controls are effective. 

 Knowledge of any changes to the risk brought about by changing 
circumstances or changing business priorities. 

 
When undertaking monitoring and reviewing of risks, the sort of questions that should 
be asked include: 
 
 
 

 

Risk management needs to be seen as a continuous process.  It is essential that 

the incidence of risk be reviewed to see whether it has changed over time.  Risk 
management is a dynamic process – new risks will be identified, some will be 
terminated and control measures will need to be updated in response to 

changing internal and external events.  The assessment of impact will also need 
to be reviewed, particularly in light of our own management actions. 
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 Are the risks still relevant or current? 
 Has anything occurred that could impact on them e.g. new legislation/budget 

cuts? 
 Are performance indicators still appropriate e.g. have targets changed? 
 Are the controls in place effective? 

 Have current and target risk scores changed, and if so are they decreasing or 
increasing? 

 If risk profiles are increasing, what further controls might be needed? 
 If risk profiles are decreasing, can controls be relaxed? 
 

The monitoring and review process for risks has been integrated into the council’s 
corporate performance monitoring and reporting so that it adds value and supports 

the successful achievement of priorities and is not just seen as a ‘bolt on’.  Where 
outcomes have not been achieved or are not on course to be achieved, the cause(s) 
should be investigated to inform and improve the risk assessment process. 

 
 

Strategic Risk Register 
 

It is good governance for the Council to maintain and review a register of its strategic 
and operational risks assigning named responsible Strategic Directors as risk owners.  
The Risk Register is a tool for capturing important information about a risk or 

opportunity and is a continual process.  Salford City Council’s Strategic Risk Register 
has been developed to reflect risks to the achievement of the council’s priorities – The 

Great Eight. 
 
Strategic risks will be reviewed on a quarterly basis, new risks will be identified, some 

will be archived, and control measures will be updated in response to changing internal 
and external events. 

 
Corporate Management Team will receive quarterly updates on all strategic risks and 
Cabinet and Audit & Accounts Committee will receive half-year and end of year 

updates on all strategic risks as part of the council’s corporate performance reporting 
arrangements.  Both strategic risks and Service Group risks are also reviewed and 

updated on an annual basis in line with the council’s business planning arrangements. 
 
 

Reporting  
 

Timeframe Commitment Involvement from 
Quarterly Strategic Risk Register update reports to 

CMT.  CMT to review risks and make 
changes and additions as necessary. 

CMT, Planning and 
Performance Function, 

Six- 

monthly 

Service Groups receive half year and end of 
year performance reports on strategic and 
service group risks. 

Service Group Leadership 
Teams,  
Planning and Performance 
Function 

Six-

monthly 

Cabinet and Overview and Scrutiny Board 
receives a half year and year end Strategic 
Risk Register update report.  

Cabinet, Lead Members, 
Board Members 
Planning and Performance 
Function 

Six-

monthly 

Audit and Accounts Committee review half 
year and end of year Strategic Risk Register 

Audit and Accounts 
Committee 
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Timeframe Commitment Involvement from 

update reports as part of a regular robust 
challenge. 

Annually   Full review of strategic risks of the council as 
part of forward planning and prioritisation 

CMT, Lead Members, 
Cabinet  

Annually 
(April) 

Service Groups review Risk Management 
Plans and incorporate in Service Group 
Business Plans 

Service Groups 
Planning and Performance 
Function 

Every two 
years  

Review Risk Management Strategy and 
Process to identify and agree major changes  

Planning and Performance 
Function, Internal Audit, AAC, 
CMT and Cabinet 

Every two 
years 

In order to keep up to date with national risk 
management standards, use ALARM’s 
National Performance Model for Risk 
Management in Public Services to self-
assess the council’s risk management 
approach. 

Planning and Performance 
Function, CMT 

 
 

 

Summary 
 

This guidance document is intended to provide a simple methodology to help with the 

risk management process.  It may be helpful to understand how managing risk through 
this process fits in with the overall approach to managing risk throughout the Council.  
Details of this can be found in the Risk Management Strategy. 

 
 

 
 

 
 

 

 
 

 
 
 

 
 

Risk management is not the responsibility of just a few specialists, it must 

be seen as a responsibility for all members and officers. 



23 
 

Risk Assessment Template and Guidance  

 

Risk Title:  Clear title (concise summary of description) 

Description of Risk:  

 
Provide a complete description of the risk. Try to express the risk in terms of how it might 

prevent or delay the achievement of our priorities. 
Use cause, risk, effect or if, then, so. 
 

Risk Owner 

Named Lead Officer 
responsible for 

monitoring/managing 
risk and who will 
provide updates 

Existing Controls 

  
What are you currently doing to reduce the impact/likelihood that a risk will come about?  
Details of any existing controls in place including assurances and highlighting any gaps.   Could include items such as policies, procedures 

in place, staffing in line with establishment, regular supervision and routine checks, training and development, access controls. 
 

Existing Controls - 

Assurances 

  

How the council can receive assurance that the control measures are effective in reducing the level of risk.  Could include meetings, self-
assessment returns, peer reviews, internal audit reports, reports to a committee or Board, key PIs, annual reports, inspections, surveys, 
reviews of benchmarking with other organisations. 

 

Gaps in Existing 
Controls 

  
Gaps in existing controls so that actions to mitigate (treat) the risk can be developed.  

 

Current Risk Score Likelihood (1-4) 

1. Remote 
2. Unlikely 

3. Likely 
4. Very likely 

Impact (1-4) 

1. Minor 
2. Significant 

3. Serious 
4. Major 

Target Risk Score Likelihood (1-4) 
As above – if all plans to treat the risk are 

carried out could we reduce the likelihood 
score? 

Impact (1-4) 
As above – if all plans to treat the risk are 

carried out could we reduce the impact 
score? 

Date Target Risk 

achieved by 
A date for achieving the target risk score above.  

Risk Treatment Plan 
 

A risk treatment plan for actions to get to target score. 
 

 

Template A  6. Risk Templates 
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Risk Description Risk Matrix Scoring 

with no controls applied - 
potential score 

Current 
treatments and 

controls 

Risk Matrix Scoring 
with controls in place - current 

position 

Potential 
actions for 

improvement 

Ownership 

Provide a complete 
description of the risk.  

Try to express the risk in 
terms of how it might 
prevent or delay the 

achievement of your 
business objectives 

Likelihood 
1. Remote 

2.Unlikely 
3.Likely 
4.Very Likely 

Impact 
1.Minor 

2.Significant 
3.Serious 
4.Major 

Total 
Score & 

RAG 
Rating 

What are you 
currently doing to 

reduce the 
impact/likelihood 
that a risk will come 

about? 

Likelihood 
1. Remote 

2.Unlikely 
3.Likely 
4.Very Likely 

Impact 
1.Minor 

2.Significant 
3.Serious 
4.Major 

Total 
Score & 

RAG 
Rating 

What can you 
do to further 

reduce the 
impact/likelihood 
of the risk when 

it comes about? 

Managed by  
(overall 

person 
responsible 
for 

overseeing 
risk) 

                 

                 

                 

Template B  Information Governance Risk Register 
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